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Address Space Layout 32-bit Linux Address Space Layout

Kernel space

#include <stdio.h> 0KB 168 < | User code CANNOT read from nor write to these addresses
the code segment 3
4include <stdlib.h> o Program Code | ,fhe code segment: doing so results in a Fault - TASK_SIZE
int main(int argc, char xargv[]l) { Heap he heap segment: ( Random stack offset
printf("location of code : %p\n", main); KB m siulures e o
. " : . t grows positively ack (grows down
Préntf ( éocat ion of heap : %p\r malloc(100e6)); L RLIMIT STACK (e.g., 84B)
int x = 3;
printf ("location of stack: %p\n", &x);
FEEmT R L Random mmap offset
} (free) Memory Mapping Segment
File mappings (including dynamic libraries) and anonymous
: . mappings. Example: /lib/libc.so
When run on a 64-bit Mac, we get the following output: Eint i
location of code : 0x1095afe50 e e
N i
location of heap : 0x1096008c0 stack S‘Eu?m‘"esn‘ic‘;m?.eis bes progran break
location of stack: 0x7fff69laeabd 16K fetum values, etc A ﬁ bric
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when run on x86_64 Linux with a e % Random brk offset
v6.8 kernel — a 762458331018 855 segnent
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location of heap : ©0x7678132a1010 76e151221018 E—— ‘;";t‘l;fg':ﬂ"‘w ey end_data
location of stack: 8x7fff72055ca4 7 cdbsa0814 Example: static char *gonzo = “God’s oWn PROTOTYPE”;  |irart data
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finclude <stdlib.h>

malloc

vold smalloc(size _t 5i78); |

« takes the size (in bytes) to allocate

use sizeof (type) to determine how many bytes are needed for
one value of type type rather than hardcoding a number

‘C‘lDJbLe +d = (double ) malloc(sizecftﬂ:uble));‘

technical note: sizeof is an operator rather than a function call
— it is evaluated at compile time

© you can pass in a variable instead of a type (e.g. sizeof (x)) but it will
only report size info known at compile time — how big something of x's
type is, not the size of a malloced block that x is pointing to

for strings, don't forget to allocate space for the null terminator
« char *s = malloc(strlen(src) + 1); or
« char *s = malloc((strlen(src) + 1) * sizeof(char));

for copying strings, prefer strdup(c)

¢ returns the (virtual) address of the beginning of a newly-
allocated contiguous block of the specified size
castto type * =
returns NULL if the allocation fails  nipsiipages.cs.wisc.edu-remziosTeEPNm-ntro.paf 3

free

int +x = malloc(l0 #* sizeof(int));
Free (x);
« deallocates the memory pointed to by x

memory allocation library tracks the size of the chunk of memory
allocated

CPSC 331: Operating Systems « Spring 2026 https://pages.cs.wisc.edu/~remzi/OSTEP/vm-intro.pdf 15

void *calloc(size t nmemb, size t size);
S

Other Flavors void *realloc(void *ptr, size_t size);

« calloc()
zeroes the allocated memory before returning

The calloc() function allocates memory for an array of nmemb elements
of size bytes each and returns a pointer to the allocated memory. The
memory is set to zero. If nmemb or size is 0, then calloc() returns
either NULL, or a unique pointer value that can later be successfully
passed to free(). If the multiplication of nmemb and size would result
in integer overflow, then calloc() returns an error. By contrast, an

* realloc()
results in a (larger) chunk of memory with the same contents

The realloc() function changes the size of the memory block pointed to
by ptr to size bytes. The contents will be unchanged in the range from
the start of the region up to the minimum of the old and new sizes. If
the new size is larger than the old size, the added memory will not be
initialized. If ptr is NULL, then the call is equivalent to mal-

loc(size), for all values of size; if size is equal to zero, and ptr is
not NULL, then the call is equivalent to free(ptr). Unless ptr is
NULL, it must have been returned by an earlier call to malloc(), cal-
loc(), or realloc(). If the area pointed to was moved, a free(ptr is
done.
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» C provides direct access to memory through pointers
+ data access and traversal rely on pointer arithmetic
 accessing an illegal address triggers a segmentation fault

(segfault) but there is no routine bounds-checking for
arrays or blocks of allocated memory

Safety depends on careful reasoning and disciplined
programming — the language/runtime does not enforce it.

¢ just because it compiles doesn't mean it is correct
program can try to read from or write to an invalid memory
address at runtime

* just because it runs once doesn't mean it is correct or that
it will run the next time

e.g. buffer overflow has the potential to overwrite other things in
memory — but there may not be anything important stored there .
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Common Errors

Things causing crashes or (worse) incorrect behavior —

« forgetting to allocate memory

many string routines (e.g. strcpy) expect that the necessary
memory has already been allocated

« strdup is an exception — it allocates the memory itself, though the
programmer must still free

* not allocating enough memory (buffer overflow)

- forgetting to initialize allocated memory
malloc allocates memory but does not initialize it

Common Errors

Generally less immediately consequential, but still poor
practice —

« forgetting to free memory (memory leak)

for short-lived programs, the program will generally still run
correctly

« all memory allocated to a process is deallocated when the process ends

in long-running programs, memory leaks can eventually result in
running out of memory

 freeing memory before you are done with it (dangling
pointer)

« freeing memory repeatedly (double free)
the consequences are undefined; crashing is a common

occurrence
5 5 g . - L ————
+ calling free() incorrectly (invalid free) - st 59 ing Syt - g0 -
Address Translation
0x0(%ebx) refers to an offset of 0 from the address in register ebx —
assuming x's address is in ebx, this refers to x's location in memory
loads the
0x0 (%ebx), %eax ;load O+ebx into eax <4—T—— value of x into
3, %eax ax register register eax
+ OXO0(%ebx) back to mem

what the process sees —

0KB

125[movT Oz6b oo Fert ddress 1
132|addl 0103, %eax . i a 3
I i etch instruction at address 128

* Execute this instruction (load from address 15 KB)

Program Code » Fetch instruction at address 132 R
2KB = Execute this instruction (no memory reference)
* Fetch the instruction at address 135
3K8 Heap + Execute this instruction (store to address 15 KB)

(notin use)

e

|@liocated but not in use)|

4KB

— fetch instruction at address 32KB+128
— execute this instruction (load from address 32KB+15KB)
— fetch instruction at address 32KB+132

— execute this instruction

— fetch the instruction at address 32KB+135

— execute this instruction (store to address 32KB+15KB) 64KB

what actually needs to happen —

1
48KB Lack

14KB I

15KB 3000

(notin use)

Stack

16KB
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