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Thread-Safe Data Structures

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-locks-usage.pdf CPSC 331: Operating Systems  •  Spring 2026 50

Thread-Safe Counters

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-locks-usage.pdf

not thread safe

thread safe, using locks

CPSC 331: Operating Systems  •  Spring 2026 51

Performance

• sources of performance impacts
– overhead of acquiring and releasing locks
– loss of concurrency due to mutual exclusion

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-locks-usage.pdf

ideally, n threads running 
simultaneously on n CPUs and each 
performing a task shouldn’t take any 
longer than a single thread on a single 
CPU performing the same task

problem: scalability on multicore 
machines is really important and the 
simple solution is often not efficient 
enough
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Making Counting Scalable

• the bottleneck is the update of a single shared counter
– threads have to wait on each other in order to get access

• approximate counting
– threads update a local counter (one per CPU) and local counts 

are periodically transferred to a shared global counter
• there is little competition for local locks because only threads on a single 

CPU are trying to update that counter
• all threads compete for the global lock but the reduced frequency of global 

updates means reduced likelihood of having to wait when updating the 
global counter

– the less frequent the global updates, the more scalable – but the 
global counter also lags more behind the local counts
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Approximate Counting

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-locks-usage.pdf CPSC 331: Operating Systems  •  Spring 2026 54

Performance

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-locks-usage.pdf

approximate counting 
scales well (threshold 1024)

tradeoff between update 
threshold and performance
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Concurrent Linked Lists

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-locks-usage.pdf

other operations (such 
as delete) are similar

another challenge: multiple exit paths 
complicate ensuring that the lock is 
always released before returning

many bugs result from error handling 
and similar control flow complications 
– try to avoid!
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malloc should be thread-safe 
already – only the actual 
relinking of nodes needs to be 
protected

structure for a single return 
path

• reducing exit paths
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Scaling Linked Lists

• hand-over-hand locking (lock coupling)
– have a lock for each node instead of a single lock for the whole 

list

– when traversing the list, acquire the lock for the next node before 
releasing the lock for the current node

• advantages
– allows concurrent access to different parts of the list

• drawbacks
– adds a lot of overhead for list traversal – must acquire and 

release n locks instead of one
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Concurrent Queues

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-locks-usage.pdf

queues are only modified at the ends 
(enqueue at the tail, dequeue at the 
head) → only need head and tail locks

dummy node is used to keep head and 
tail separate
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Concurrent Hashtables

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-locks-usage.pdf

uses separate chaining – each slot has a 
linked list of the elements hashing to that slot

uses the simple one-lock-per-list linked list 
– only a critical section when accesses 
involve the same slot

performance scales well – 
only access the same list 
when multiple things hash to 
the same slot at the same 
time
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Lessons for Concurrency

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-locks-usage.pdf


