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Common Concurrency Problems

• concurrency is a tricky thing to get right
– bugs may occur only in very specific circumstances and be 

difficult to reproduce
• must reason carefully about the code rather than relying on test suites

• common types of bugs
– non-deadlock bugs

• atomicity violation
• ordering violation

– deadlock bugs

• understanding common error patterns and how to fix them 
helps prevent bugs in the first place
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Atomicity-Violation Bugs

• atomicity violation

– a value gets changed between checking a condition and acting 
on it, rendering the condition no longer true when the action 
occurs

• fix
– add a lock around any access to ensure mutual exclusion 

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-bugs.pdf

if thread 2 sets thd proc_info→  to 
NULL after thread 1 has checked that it 
is not NULL, fputs crashes attempting 
to dereference a NULL pointer
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Atomicity-Violation Bugs
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Order-Violation Bugs

• order violation

– things happen out of order

• fix
– use condition variables to impose proper ordering 

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-bugs.pdf

thread 2 assumes that mThread has 
already been initialized by thread 1
  – if not, the good outcome is a crash due 
to dereferencing a NULL pointer
  – the bad outcome is that there’s a value 
at mThread State→ … 
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Order-Violation Bugs

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-bugs.pdf CPSC 331: Operating Systems  •  Spring 2026 113

Deadlock Bugs

• deadlock bugs arise when there is a cycle of dependency
– threads block while holding locks they won’t release until they 

acquire a lock held by another

• deadlock bugs are difficult to detect in large code bases
– complex dependencies between components each needing 

various locks
– encapsulation hides implementation details

• specifics of locks are implementation details

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-bugs.pdf
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Conditions for Deadlock

• deadlock requires four conditions

• to prevent deadlock, ensure that at least one of the four 
conditions isn’t possible
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Deadlock Prevention

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-bugs.pdf
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Dining Philosophers

• philosophers sit around a circular table, eating and 
thinking
– when they think, they don’t need any forks
– when they eat, they need two forks

• want to maximize concurrency – philosophers should be 
eating if they want to and forks are available – while 
avoiding deadlock and starvation
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Dining Philosophers

when a philosopher wants to eat, grab the fork 
on the left and then the fork on the right

when a philosopher is done eating, put down the 
fork on the left and then the fork on the right 

have a mutex lock for each fork – only 
one philosopher can use the fork at a time

does this work?

if everyone grabs their left fork before someone reaches for 
their right fork, everyone is stuck  → deadlock

the problem is that threads block holding locks that can only 
be released by another thread after acquiring the held lock
circular wait: everyone grabs their left fork (fork i for philosopher i), 
then is waiting on the right fork (i+1)%5    
         0 → 1 → 2 → 3 → 4 → 0 → … https://pages.cs.wisc.edu/~remzi/OSTEP/threads-sema.pdf
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• fix
– impose a total ordering on lock acquisition

• i.e. there’s a sequence of locks 1..n such that lock k is always acquired 
before lock k+1 for 1 ≤ k ≤ n

– when a total order is difficult or impossible, a partial order on lock 
acquisition can be sufficient

–

– why does this work?   with a total order – 
• a thread t1 is waiting for lock j
• if the thread t2 holding lock j waits before it releases lock j, it can only be 

for a lock > j – which thread t1 isn’t holding because it only holds locks < j
• …
• the thread t3 holding lock n doesn’t need to wait on any locks before 

releasing lock n

Deadlock Prevention
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Dining Philosophers

solution – vary the pattern

for most philosophers, when they want to eat, 
grab the fork on the left and then the fork on the 
right

for at least one philosopher, grab the fork on the 
right and then the fork on the left

when a philosopher is done eating, put down the 
fork on the left and then the fork on the right 

have a mutex lock for each fork – only 
one philosopher can use the fork at a time

does this work?

this breaks the circular wait: everyone grabs their first fork 
(philosophers 0-3 grab left forks 0-3, 4 tries to grab right fork 
0, philosophers 0-2 try to grab right forks 1-3, philosopher 3 
grabs right fork 4)
4 → 0 → 1 → 2 → 3  but 3 is not waiting on anything and can eat, 
eventually putting down their forks

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-sema.pdf
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Enforcing Lock Orders

• ensuring lock acquisition orders can be tricky

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-sema.pdf

a function taking two or 
more locks as parameters 
can’t control the order the 
caller passes them in

use the memory address 
of the lock to determine 
the order – guarantees at 
least a partial order 
without relying on the 
caller to get things right
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• solution – acquire all needed locks at once
– use a mutex lock to ensure lock-acquisition steps can’t be 

interrupted

• problems
– at odds with encapsulation

• need to know what locks are required
• can’t bundle lock acquisition with the operation that needs it

– reduces concurrency
• acquiring all locks up front means some may be held longer than 

necessary

Deadlock Prevention

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-bugs.pdf
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• solution – release held locks and try again instead of blocking 
– trylock acquires the lock if possible, but returns an error code instead 

of blocking otherwise

• challenges
– can result in livelock – two threads competing with each other keep 

trying the sequence without success
• fix: add random delay before retrying

– encapsulation is still problematic
• harder to jump back to the beginning of the process

– becomes more complex for longer sequences of locks
• have to release all locks held

Deadlock Prevention

https://pages.cs.wisc.edu/~remzi/OSTEP/threads-bugs.pdf


